Security
in IT systems and processes

At a glance

We have 25 years of experience in information technology, with
more than 600 satisfied customers. One of our specialty areas is the
security of complex IT systems and processes.

We provide our bundled know-
ledge along with years of
experience in the project and
consulting business with a focus
IT security as a strategy on IT security. Documentation
and validation of security for

IT systems and the associated
processes according to current
standards and guidelines form
an integral part of our portfolio.
Our security expertise gives you
the opportunity to use IT security
as an added value and competi-
tive advantage.

While in former times IT was just a service unit, today it forms the
backbone of every modern enterprise. Therefore, IT security has also
strategic significance.

The proactive design of IT security as part of business strategy opens
up new opportunities:

B Management of risk:
The concept of IT security includes numerous legal regulations
(business management requirements, Federal Data Protection Act
(BDSG), German Commercial Code (HGB), German tax regulations
(AO), Value Added Tax Act (UStG ), Basic Regulations for Acces-
sing Data and Auditing Digital Documents (GDPdU), Control and
Transparency in Business Act (KonTraG), Euro-SOX, Digital Signa-
ture Act (SigG)) and operational requirements. These include data
backup, user administration, access security, directory services,
authentication, encryption, signatures, protection from data theft,
network security, and archival.

Within our areas of expertise
such as electronic signatures,
electronic waste record procedu-
re, and digitalization in health-
care we are able to offer con-
crete solutions, including system
integration and implementation.

Manage these complex topics actively, and

ask for expert advice!
Quick questions
B Value creation:
The orientation of IT security towards busi- B Are you the only person reading your e-mails?
ness strategy focuses on the essential pro- &> Secure your e-mails with
cesses and systems. Our risk analysis provides encryption and signatures!
concrete approaches to the optimization of B Is your information security adequate?
processes and systems. Secure processes and &> Secure your data and systems
systems must generally be as simple and lean according to roles and security requirements!
as possible, and thus efficient. Companies B Is your process security adequate?
that are able to present a high and legally &> Secure your processes through
compliant level of security to their customers, suitable control mechanisms!
gain a competitive advantage on the market.
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Our offering

We provide support in managing your IT security actively, either enterprise-wide or for individual
projects, systems, and products:

B Quick check:
Brief analysis of your company, with a status report and approaches, at a fixed price
B Comprehensive IT security concept tailored specifically to your needs
Risk analysis which lists and assesses your existing processes, structures, and systems
B Creation of required security regulations, including consulting on implementation or the imple-
mentation itself
B Support in obtaining security certification
B Documentation of IT security for systems, processes, and compliance with legal requirements
B Independent contact for IT security issues

Areas of special expertise
Besides general security issues, we also offer you our special expertise on topics such as:

B Electronic signatures in compliance with the Digital Signature Act (SigG) and Digital Signature
Ordinance (SigV)

(Signature application components, signature cards, card terminals, archival of e-signatures)
Secure mail systems

Directory services and PKI

Electronic Record Procedure (eANV) in waste management

Healthcare (introduction of the new healthcare card and health professional card)

Secure networks and VPN solutions

Interested?

Call us and arrange a non-obligatory consultation. We will be happy
to provide you with a subsequent risk analysis and a security concept Your Contact

for your enterprise. .
Consist

Software Solutions GmbH
Falklandstr. 1-3, 24159 Kiel,
Germany

Swer Rieger
+49 (0)4 31/3993 - 591

rieger@consist.de
www.consist.de
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