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Hacking attacks on SolarWinds custom-
ers

Kiel — SolarWinds sells network and security products to more than
300,000 customers worldwide, including the US military and the Penta-
gon. According to the information provided by the manufacturer, soft-
ware builds of the SolarWinds® Orion® platform for versions 2019.4 HF
5, 2020.2 and 2020.2 HF 1 were infiltrated with a remote access Trojan
called "Sunburst". The gate for cyber attacks on the affected systems

has thus been opened wide.

How should companies having been compromised react immedia-

tely?

In most cases, a forensic analysis as well as a subsequent restart of the
affected systems including the accessible network components is inevi-
table. As a rule, the attackers only get to work after a few days. They
use the access via the Trojan often undetected for up to several weeks
for a lateral movement (hidden procedure and dissemination) and attack

on other systems in the company concerned. Ideally, an incident

Consist Software Solutions GmbH
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neutralize the attacker. The next step should be a damage analysis by Christianspries 4, 24159 Kiel, Germany
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them via User Behavior Analysis (UBA). Logging with a suitable SIEM

system would reveal unusual data streams of the Trojan.

The manufacturer could have prevented the current situation through a
structured deployment chain with unit tests and automatic code analysis

as well as strict versioning and version checking.

The security experts from Consist therefore not only provide support in
an emergency with restoring proper operations, but also in setting up an

efficient and preventively effective security system.

This press release contains 1.848 characters (including spaces), with an
average of 62 characters per line. You can also find it at www.con-

sist.de/newsroom.

More information:

Consist-Security: delit-security

SolarWinds-Trojaner: de/news/Trojaner-in-SolarWinds-Updates-

ermoeglicht-Cyberangriffe

B SolarWinds Security Advisory: solarwinds.com/securityadvisory
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Company Portrait

Consist Software Solutions is a specialist in Digital Transformation, IT

Security, and Managed Services.

Our comprehensive range of services and solutions includes:

IT consulting

Design of IT architectures and IT landscapes

Conception, development, and integration of custom IT solutions
Support of applications and systems

(from subtasks to complete outsourcing)

e Sale and distribution of software products

The more than 200 employees at Consist are characterized by sound

know-how ranging from the most modern to legacy technologies.

Consist has more than 35 years of experience in the market, and has of-

fices in Kiel and Frankfurt.

Portfolio

e b

Digital Transformatio Managed Services

e Consulting for digital business
models (Extension of existing
models or the creation of new ones)

® Software engineering for agile
development, integration, moderni-
zation, and the Cloud

® Use of the most modern technol-
gies (Data science, machine learn-
ing, Big Data platforms)

Identification of security vulnerabili-
ties (Insider threats, cyber attacks)
Consulting and solutions for the
development of a suitable security
strategy

Implementation of security tools,
even a comprehensive security
architecture (SIEM, SOAR, UBM)

* Application management and
service (Bug fixing, modifications)

& System management and eperation
(Routine support, release manage-
ment, fault coordination})

* Acceptance of responsibility
Custom service levels up 1o 24/7
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